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1.0 Policy Statement 
The University of Gibraltar will endeavour to ensure, as far as is reasonably practical, the personal 
safety and security of all staff, students and visitors to the University Campus. 
 
Responsibility for security and personal safety rests with all persons who work or study in, or who 
visit the site.  All staff, students and visitors should assist with physical security responsibilities in 
ensuring the success of the policy. 
 
Providing physical security will require a balancing of what resources are ideally needed and what 
resources the University can reasonably be expected to provide.  The University will use a security 
threat and risk analysis process to measure the University’s vulnerabilities. Vulnerabilities will be 
prioritised and matched to resources and security improvement plans. 
  
The purpose of this policy is to provide a framework and procedures for identifying and dealing with 
security risks facing the University, its staff, students and visitors. This policy will allow the 
University, in so far as is reasonably practicable, to ensure the safety and security of the Campus, 
its outlying facilities (all ‘the Campus’) and the people using these areas. 
 
The Policy: 
 

 Defines the roles and responsibilities of relevant persons. 

 Confirms the determination to minimise the security related risks facing the University. 

 Affirms the University’s commitment to have in place security systems, procedures and control 
measures to ensure that staff, students and visitors to the Campus can go about their business 
in a safe and secure environment. 

 
This Policy should be read in conjunction with other University policies. Refer to 10 below.  
 
 
2.0 Scope 
This policy is concerned with physical security which is an essential part of any security plan. It 
protects and preserves physical, human and information assets. The threats to these assets are 
usually natural disaster, vandalism, theft, sabotage, violence, catastrophes caused by human 
failure, accidental damage, terrorism and other non-traditional threats. 
 
Physical Security requires appropriate ‘layering’ of physical and technical security such as 
appropriate building construction, suitable emergency preparedness, reliable power supplies, 
adequate climate control, alarm systems and CCTV.  
 
In general terms, physical security means the positioning of physical and procedural obstacles to 
prevent unauthorised access to buildings and other physical assets.  This policy specifically 
addresses the responsibilities and governing framework for the management, installation and 
maintenance of the following: 
 

 Intruder Detection Systems which may include area surveillance sensors, volumetric sensors, 
high security perimeter protection, infra-red devices. 

 Access Control Systems including card systems, biometrics, turnstiles, security doors. 

 Closed Circuit Television (CCTV) Systems including video surveillance, cameras, surveillance 
domes, switching matrixes, IP video, digital recording, image analysis. 

  
Physical Security will also involve a balance between physical presence and use of technology.  The 
level of physical presence, e.g. patrols and guarding, is an ongoing evaluation/assessment and the 
use of technology will require constant monitoring to ensure it is working and operating as 
intended. 
  



3.0 Legislation and Standards 
Statutory and Common Law applicable to the physical security policy includes: 

 ARTICLE 2 EUROPEAN CONVENTION on HUMAN RIGHTS (ECHR). 

 DATA PROTECTION ACT 2004. 

 EQUAL OPPORTUNITIES ACT 2006. 

 HEALTH, SAFETY AND WELFARE AT WORK ACT 1999. 
 
British Standards applicable to physical security policies include: 

 BS7499: Static Site Guarding and mobile patrol service – Code of Practice. 
 
 
4.0 Responsibilities 
Shared responsibility for security rests with all staff, students and visitors to the University. In 
particular, everyone should report all activity, suspected or real, of a criminal nature or any 
suspicious activity immediately to line managers/those with responsibility for security. Within this 
overall responsibility some particular elements are defined as follows: 
 
4.1 Management 
It is essential that adequate resources are made available for managing the risk arising from security 
related issues within the University. It is important that all personnel involved in implementing this 
policy are competent, trained and aware of their responsibilities. 
 
4.2 Security Manager 
This role is fulfilled by the Campus and Events Manager (Operations) and has a key role in promoting 
security within the Campus. The actual responsibilities will vary according to the location and the 
nature of the activity taking place.  A number of specific responsibilities can be identified: 
 

 Liaise with Security Guards on any security matter. 

 Ensure staff have access to and are familiar with the Security Policy, paying particular attention 
to those issues which are directly relevant to their activities. 

 Ensure that all members of staff understand and exercise their physical security responsibilities, 
including the displaying of Identity cards when appropriate, and have due regard to property. 

 Control access to their buildings by approving the issue of keys or access cards and by 
authorising staff, students or others to have ‘out of hours access’ only as necessary.  

 Ensure that staff return their identity card and any issued keys or access cards on their last day 
of work. 

 Notify Security and Administration Staff of any physical security risk (including the purchase of 
expensive equipment) to enable advice on any additional physical security or protection. 

 Ensure that there is no installation of intruder, access control and CCTV systems without prior 
approval of the Security Manager. 

 Keep a record of all keys or access cards issued locally and ensure that staff return keys and 
access cards when they move offices or leave employment. It is the responsibility of all 
individuals who are issued keys or cards to ensure their safe keeping at all times and report any 
loss immediately to security staff. 

 Maintain a log of malfunctions and complaints for communication of repairs. 
 
The Security Manager, with the support of the Chief Financial and Operations Officer, will undertake 
the overall development, planning and implementation of physical security strategy, policies, 
specification, procedures and the monitoring of their effectiveness and efficiency. This will include 
responsibility to;  

 Investigate any breaches in physical security and related crimes; liaison with police and other 
emergency services; monitoring and management of intruder, access control and CCTV 
systems.  



 Ensure the training of staff in physical security issues; installation and maintenance of intruder 
alarm, CCTV and access control systems agreed with IT services department.   

 Maintain an asset register of all intruder alarm, CCTV and access control systems including log 
of repairs; procure and liaise with contracted suppliers and systems. 

 Provide advice and liaise with other University departments regarding the intruder alarm, 
access control and CCTV specifications and related signage, ensuring compliance with Data 
Protection Act 2004.   

 Ensure the University has a suitable CCTV Code of Practice in place. 
 
The Security Manager will be assisted by a designated representative, and by security 
subcontractors (all ‘the Security Team’). 
 
4.3 Security Staff (Guards) 
Security staff will carry out duties as set out in the agreed operational procedures.  
 
4.4 IT Services, Management Information Systems (MIS) 
All relevant staff are to receive appropriate training in physical security issues. They must also 
receive appropriate technical training on maintenance and management of access control software 
and IT hardware.   
 
4.5 Staff  
All staff must ensure they are familiar with and follow the procedures in the Security Policy, paying 
particular attention to those issues which are relevant to their respective activities. They must also 
co-operate with requests from staff with Security responsibilities, especially in emergency or 
evacuation situations and in relation to physical security procedures.  Staff are to be encouraged to 
carry their identity cards at all times when on site. 
 
Staff have a general responsibility to look after facilities properly and to give due consideration to 
physical security matters. They must follow security procedures designed to protect people and 
property, including regulations governing access to IT or areas with other open use equipment. 
 
4.6 Visitors 
Visitors have a general responsibility to look after the facilities whilst visiting the Campus and to give 
due consideration to physical security matters. They are required to follow security procedures 
designed to protect people and property, and to follow directions from their host or staff with 
security responsibilities, particularly in an emergency situation. Where issued, visitors must display 
their pass at all times. It is the responsibility of the host to ensure all visitors are informed of and 
comply with the Security Policy. 
 
 
5.0 Physical Security 
The Security Team operates a number of security systems in order to keep the premises and 
surrounding environment safe and secure for staff, students and visitors. 
 
5.1 Closed circuit television (CCTV) 
The University uses CCTV systems around the site (outside and inside buildings) covering many of 
the vulnerable areas, public access points and adjacent roads. The CCTV system and all its recordings 
are owned by the University and the system is operated by the authorized security services 
contractor.  
 
The University has a CCTV Code of Practice which details the management, operation, storing and 
viewing of images, disclosure and retention of recorded images amongst other related matters.  A 
copy of the Code of Practice can be obtained from Administration. 
 
5.2 Purpose of CCTV 



The University uses CCTV to protect life and property and for the prevention of crime. It is used for 
no other purpose. The images captured are recorded and retained in the event that they are 
required as evidence of criminal activity.   
 
5.3 Privacy and Disclosure of Images 
All images from the CCTV system are treated in accordance with the Data Protection Act 2004. 
Under the Data Protection Act individuals, who have been monitored by a CCTV system, may have 
prescribed rights of access to their recorded images. Requests to access to recorded images must 
be made to the Security Manager. Further Information on the Data Protection Act 2004 is available 
on the Gibraltar Regulatory Authority (GRA) website: https://www.gra.gi/data-protection 
 
5.4 Covert Cameras 
Covert cameras are not in general use around the Campus. However, on occasions it may be 
necessary to operate such cameras for the purposes of detecting crime and/or apprehension of 
offenders. Before use, permission to use covert cameras will be obtained from the University’s Data 
Protection Officer. These will be sited only temporarily as necessary for the specified operation. 
Recordings from covert CCTV cameras will be treated in full compliance with The Data Protection 
Act 2004. 
 
5.5 Alarms  
The University operates an Intruder Detection System and panic alarm system which are monitored 
during non-working hours by the security services contractor. The Security Team will respond 
immediately to the activation of these alarms.  
 
5.6 Security Patrols 
Security Guards will carry out regular overt patrols of the building and perimeter in order to provide 
a visible deterrence to criminal activity. They will also carry out covert operations as part of efforts 
to ensure a crime free site. 
 
5.7 Access Control Systems 
Access Control Systems operate in some areas.  Card controlled barriers/doors are an effective 
method of preventing unauthorised access and the security strategy will involve expansion of access 
control systems throughout the Campus.  Access/identification cards should be regarded for 
security purposes as the same as a key. Cardholders must safeguard their card and report any loss 
to the Security Manager or Administration as soon as possible, in order that the card access can be 
cancelled. Access/ identification cards are not transferable nor should they be loaned out to anyone 
for any purpose. All such cards remain the property of the University. 
 
 
6.0 Crime Prevention 
 
6.1 Security Risk Analysis 
All departments and teams will be responsible for assessing and mitigating security related risk 
arising from their activities. In liaison with the Security Manager, departments and teams should 
carry out periodic risk assessments to determine their security needs. 
 
See Appendix B: Security Risk Analysis Principles 
 
6.2 Security Awareness and Reporting of Incidents 
All persons on the premises must report any incident of crime and suspicious activity (even if not of 
a criminal nature) or items to the Security Manager or his/her designated representative 
immediately. The Security Manager will always treat any reports seriously and respond accordingly. 
 
Departments or individuals responsible for an activity that may impact on the security of the 
premises must also report this to the Security Manager. 

https://www.gra.gi/data-protection


 
See Appendix C: Crime Prevention and Security Awareness 
 
6.3 Personal Security 
Whilst it is the responsibility of the Security Team to provide a safe and secure environment, it is 
everyone’s responsibility to take all reasonable steps to ensure their own personal security when 
in, or travelling to and from the workplace, and everyone must also be responsible for any 
information that may be placed on social media sites (e.g. the role undertaken by a staff member, 
responsibilities and any sensitive information). 
 
6.4 Contractors and Visitors 
All contractors who work on site property have a general responsibility to give due consideration to 
personal security issues. In particular, they should follow security advice and procedures designed 
to protect them whilst on the Campus. A visitor’s host has the responsibility to ensure security 
advice and procedures are made readily available. 
 
 
7.0 Emergencies 
Staff are encouraged to familiarise themselves with the actions that should be taken in the event of 
an emergency. They should also familiarise themselves with the contact details for the Security 
Team, the Police and other emergency services. 
 
7.1 Fire Alarm Activations 
In the event of a fire alarm activation the Security Team is responsible for managing the incident, 
including managing an orderly evacuation of the building and directing occupants to the designated 
fire assembly point, and calling the Gibraltar Fire and Rescue Service if necessary. Under no 
circumstances can anyone re-enter the affected building(s) without the all clear and go ahead from 
the Security Team or the Fire and Rescue Service. 
 
Staff and visitors to the Campus are required to cooperate fully with staff with security 
responsibilities in the event of fire alarm activation. 
 
7.2 Bomb and Suspect Material 
Any member of staff who receives a suspicious package must not open the package. They must 
report it immediately to their line manager and Security Manager, followed by the Police 
immediately after. Members of staff are encouraged to report any suspicious items such as bags left 
unattended to the Security Team. The Security Team will respond to all calls and take appropriate 
action.  
 
7.3 Contacts 
 
Security Manager:   Jason Fa 
 
Security Company:   Securitek Ltd - Duty Supervisors 54026478  
 
(Staffed 24 hours a day every day) 
 
Police Emergency Line:  199 / 112 or  
 
Police General Enquiries:  20072500 
 
Fire & Rescue Service:   190 / 112   
 
 
 



8.0 Policy Implementation 
 
The University will adopt a layered approach to security and will: 
 
a) Secure the perimeters of its buildings by taking all reasonable measures to prevent 

unauthorised access. 
b) Reserve the right to limit access to its buildings or parts thereof to staff, students, visitors, 

clients and contractors. 
c) Take additional security measures to protect its high value assets, high-risk facilities and 

confidential documentation storage areas. 
d) Provide additional security measures to ensure the protection of staff, students and equipment. 

These measures include, where applicable: - 

 The provision of digital locks on doors where necessary. 

 The requirement for all IT equipment to be marked with a unique identification code and 
all servers to be installed in secure locations. 

 Liaison with staff who work offsite to ensure appropriate measures are taken to minimise 
the risk to their personal safety and the security of any money or equipment being 
transported. 

 
e) Provide a range of Personal Protection Security measures for those staff that work in high-risk 

situations. These measures may include: - 

 The introduction and operation of CCTV surveillance in sensitive or higher risk areas in or 
around the site as agreed in conjunction with the CCTV Code of Practice. 

 The provision of security patrols. 

 Personal (panic) alarm systems at strategic and higher risk locations or on person. 
 

f) The University will, in utilising these measures, ensure full compliance with The Data Protection 
Act 2004 and revisions thereof and any relevant Code of Practice and revisions thereof. 

g) The University will engage suitably trained Security Staff. 
h) The University will engage Security Staff that are trained and authorised to operate and monitor 

CCTV equipment, where necessary. 
i) To ensure uniformity of standards, fitness for purpose and to limit costs, the University will 

adopt standard specifications for the following items of security equipment: 

 Intruder Alarm Equipment 

 Access Control Systems including Identity Cards 

 CCTV surveillance and CCTV recording equipment 

 Door furniture, locks and suiting 

 Digital Locks 

 Security Lighting 
 

j) The University in pursuance of the purpose of this policy will: 

 Reserve the right to conduct spot checks to ensure that individuals on the site can provide 
evidence that they are genuine staff, students, visitors or contractors to the Campus. 

 Reserve the right to require individuals who cannot provide evidence that they are genuine 
staff, students or visitors to leave the premises. 

 Request Police assistance in the event of any criminal offence being committed on site property. 

 Provide advice to staff on personal safety and the security of items and equipment. 

 Provide adequate lighting in and around the site such as car park and access routes. 
  
 
 
 
  



9.0 Monitoring and Evaluation 
The policy will be reviewed by the Security Manager every two years or when any new legislation 
or statutory obligations arise as identified. 
  
In addition, an Internal Audit of Security measures will be conducted when required by the Security 
Manager in consultation with the Chief Financial and Operations Officer. 
  
 
10.0 Related Policies and Further References 

 CCTV Code of Practice. 

 Health and Safety Policy. 

 Risk Management Policy. 

 University policy on Allowing student access to University facilities during non-working hours. 

 University policy on Use of University study facilities by visiting students and non-registered 
students. 

 Counter Terrorism Protective Security Advice - National Counter Terrorism Security Office 
(NacTSO). 

  
  



Appendix A: General Information 
 
 
Main Operating Hours 
 

Monday - Friday: 08:00– 20:00 
 

Security will begin to lock down the building at 20:00 
 
 
After Hours Access 
Authorised staff will be able to access the Campus as required, depending on the required work in 
question. Production of a valid identity card will be required before entry is granted. Entry after 
hours is via the main entrance only. 
 
Members of staff who require access to their offices outside normal working hours and at weekends 
will require written authorisation from their heads of department. 
 
For after-hours access for students and others refer to University policy ‘Allowing student access to 
University facilities during non-working hours’. 
 
Visitors 
Visitors and contractors are required to present themselves and sign in at the Welcome Desk where, 
if appropriate, they may be issued with a visitor or contractor pass authorising them to be on the 
premises. If a visitor or contractor pass is issued this must be displayed at all times during their time 
on the Campus and it should be returned to the point of issue at the end of the visit.  
 
For access by visiting students and others refer to University policy ‘Use of University of Gibraltar 
study facilities by visiting students and non-registered students’. 
 
 
 



Appendix B: Security Risk Analysis Principles 
The starting point for understanding the security environment is to evaluate security related risk. 
This evaluation should be based on: 

 Location and nature of the area. 

 Building construction and design. 

 Premises use. 

 Current access control or other security measures. 

 Past security record. 

 Value and desirability of contents. 
 
The security risk analysis should be carried out annually or more frequently if there have been 
changes to the Campus buildings or the security environment. Once a risk analysis has been prepared 
it should be evaluated in consultation with the Security Manager and Chief Financial and Operations 
Officer. A decision will then be made on the level of exposure to security related risk and the 
appropriate measures to deal with the risk. 



Appendix C: Crime Prevention and Security Awareness 
All members of staff, students and visitors to the Campus must observe the following: 

 All suspicious activity must be immediately reported to the Security Manager and line 
management. 

 Personal valuables should be locked away or placed out of sight or kept on the person, and 
personal property should never be left unattended. 

 Wherever possible, offices must be locked upon leaving, with any ground floor windows closed 
and locked (where locks are fitted). 

 Laptops and mobile phones should be locked out of sight when not in use, particularly if left 
overnight.  

 Windows and any curtains or blinds should be closed at dusk and lights (except security lighting) 
should be turned off when leaving. 

 All incidents of crime, real or suspected, must be reported promptly to the Security Manager 
and line management. 



Appendix D: Personal Safety of Staff 
For your personal security please keep the following points in mind: 

 Avoid arriving and leaving the Campus alone in dark hours if reasonably possible. 

 Be aware of your surroundings when walking to and from work. 

 Report any suspicious activity to the Security Manager. This helps to prevent and detect crime 
against the University. 

 If you are faced with threatening or abusive behaviour, stay calm, avoid raising your voice and 
the use of aggressive body language such as finger pointing/wagging. Call for assistance from 
colleagues and/or Security Staff. 

 Avoid using social media to post pictures or status updates about work, or the University in 
general. 

 Be suspicious of e-mails or phone calls requesting personal information and destroy papers 
carrying sensitive information. 

 
 
 
 
 
 



Appendix E: Control of Locks and keys 

 Any request submitted for new key or locking systems requires authorisation by the Security 
Manager prior to issue. 

 Any locking solution that is put in place must have an ‘override’ (i.e. a spare key, master key or 
code), a copy or details of which must be provided to the Security Manager for retention and 
registration into the security key management system. 

 Departmental managers should keep a record of all keys, access cards and fobs issued and ensure 
that members of staff return keys etc when they move offices or leave employment. 

 It is the responsibility of all individuals who are issued with keys/ cards/ fobs to ensure their safe 
keeping at all times and report losses immediately to security staff. 

 In every case the loss of a key or its equivalent (a card, fob etc.) must be reported immediately 
to the Security Manager. 

 Where additional access control is required Departments should discuss their needs with the 
Security Manager. 



Appendix F: Handling Bomb or Suspect Material 

 Suspect material, packages or letters should be left where they are and treated with respect. 

 Do not open the package or letter, and do not taste or smell any material that may be spilling from 
the package or letter. 

 Evacuate the room or area and secure the area if you can. 

 Immediately call the Security Manager or line manager and inform them of the find and make 
notes of the description, location and time it was found.  

 Remain on hand to assist the emergency services with information. 

 Call the Emergency Line: 199 /112 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
  



Appendix G: Bomb Threat Call - Procedure 
 

BOMB THREAT CALL SHEET 
 

1. Write down the exact wording used by the caller: 

 

 

 

 

 

 

 

 

 

2.  Questions to Ask Fill in The Form Below - Place This Form Near the Phone. Be Calm, 
Courteous. Do Not Interrupt. 

When is the bomb going to explode? 

Where is the bomb right now? 

What does it look like? 

What kind of bomb is it? 

What will cause it to explode? 

Did you place the bomb? 

Why is there a bomb? 

What is your address? 

What is your name? 

What is your telephone number? 

 

3. Record Time Call was Completed  

 

4. Record any caller display information  

 

5. Call: 199 Immediately (Record Time 
Informed) 

  

 

6. Inform Security Manager  
(Record details of who was informed 
and the time they were informed) 

 

 

7. Details of Caller 

Sex of Caller 
(Male/Female) 

 



 

Race of Caller  

 

Age of Caller  

 

Calm Nasal Crackling Voice 

Angry Stutter Normal 

Excited Lisp Distinct 

Slow Raspy Slurred 

Rapid Deep Clearing Throat 

Soft Ragged Accent 

Loud Disguised Familiar 

Laughter Whispered Breathing 

Crying   

 

If the voice is familiar, who did it sound like? 

 

Threat Language 

Well Spoken (Educated) Incoherent 

Irrational Foul 

Taped Message Read out by reader 

 

Background Sounds 

Street Noises Office Machinery 

Factory Machinery Motor 

Dishes Clear 

Animal Noises Static 

Voices Music 

PA System House Noises 

Long Distance Local 

Other 

 

 

Name of Person Receiving the Call  

Title  

Receiving Telephone Number  

Date  

 
Note: After evacuation, report to your designated EMERGENCY ASSEMBLY POINT. Stay 
there until everyone has been accounted for and wait for further directions and information. 

 
 
 
 
 
 
 
 
 
 



Appendix H: Intruder / Unauthorised Person(s) Procedure 
 

Intruder/Unauthorised Person(s) Procedure 
 

1.  Purpose 
The purpose of this procedure is to define the steps that must be taken by staff in the event of an 
“Intruder” or “Unauthorised Person” being discovered in restricted areas of the Campus. 
 
 
2.  Scope 
The University is duty bound to ensure the safety of all employees carrying out their duties during 
normal operating hours, as well as on those occasions where any work is conducted outside normal 
operating hours. 

 
This procedure should be interpreted in the context of the University being a generally open space 
that welcomes visits from the general public, provided visitors respect University property and other 
users, and observe University policies when visiting. 
 
 
3.  Associated Documents 
For after-hours access for students and others refer to University policy ‘Allowing student access to 
University facilities during non-working hours’. 

 
For access by visiting students and others refer to University policy ‘Use of University of Gibraltar study 
facilities by visiting students and non-registered students’. 
 
 
4.  Procedure 
 
4.1. Action to be carried out on Discovering an Intruder on Arrival at Work 
If on arrival at work (or during the course of normal business hours) you detect an Intruder, you are to 
remain calm. DO NOT confront the Intruder, and follow these points in order to minimise any risk of 
personal injury. 

 DO NOT shout or adopt a threatening stance/posture. 

 Keep everyone else out of the affected area. 

 Identify a safe escape route for your personal safety. 

 Point the Intruder out to employees’ present. 

 Try to memorise details of appearance, approximate height and weight, eye and hair colour, 
clothing and shoes. 

 DO NOT speak to or try to detain or restrain the intruder. 

 DO NOT block the intruder's escape route. 

 Allow the intruder to leave as soon as possible. 

 From a safe distance try and observe their direction of departure, type of vehicle, colour and 
registration number. 

 Dial '199' or ‘20072500’ and ask for Police assistance. 

 Remember to give the Police your name, contact number and your location. 

 Inform your Line Manager. 

 With the help of other employees, organise a cursory check of the area. 
 

4.2. Action on detecting an Unauthorised / Suspicious Person during Working Hours 
If on arrival at work, or whilst working, you detect a person who is unknown to you as a member of 
staff, the following action should be taken: 



 

 Approach the individual calmly. 

 Introduce yourself to him/her. 

 Enquire as to the nature of his/her visit. 

 Ask the individual politely who he/she is. 

 Ask him if he/she has reported in at the Reception (Confirm). 

 If needed, escort him/her to the Reception. 

 Report the incident to your Line Manager. 

 The respective line manager should ensure the incident is recorded and investigated by the 
Security Manager. 

 
4.3. Security Manager/ Duty Manager / Personnel response to Intruder Alarm activation (once 
installed) 
If you are called out following the alarm activation, and on arrival have reason to believe that access 
has been compromised (eg: you find a broken window/unlocked door, etc), the following steps should 
be adopted. Alternatively, an intrusion may only become apparent whilst checking the premises in 
response to an Intruder Alarm activation:  
 

 Make contact with the Security Guard (if a Security Guard is then on duty) and await the arrival of 
the Royal Gibraltar Police (RGP). 

 If Police fail to arrive, contact them on ‘199’ or 20072500’ and ask them to dispatch an officer as 

your Intruder Alarm has been activated and you suspect an intruder has accessed the premises 
and may possibly still be  within the premises. 

 Do not enter the affected area without a Police escort. 

 Carry out a search of the entire building. 

 On completion of the search, ensure the incident is recorded in writing, reported to the Campus 
Manager and the Chief Financial and Operations Officer, and assist Police as necessary if a crime 
has been committed. 

 The Security Manager will ensure the incident is investigated with a view to addressing any issues 
in consultation with senior management. 

 
NEVER be concerned about 'false alarms' – Always err on the side of caution. 

 
4.4. The role of the Police 
It is important for staff to provide as much information as possible to Police officers responding to a 
suspected intrusion. Police will search the area with a view of detecting intruder(s) and/or establishing 
whether a crime has been committed.  

 
By providing a detailed description of any suspects and other useful information, you will contribute 
to making a positive outcome more likely.  Ensure that any form of damage to locks, doors, windows 
and any other property (including theft) is reported promptly, and action taken to address this as soon 
as possible. 
 
4.5. The role of the Security Manager / Designated Representative  
It is vital for any incidents of this nature (intruders and/or unauthorized persons) to be reported 
promptly to the person with responsibility for security matters. This is in order that all such incidents can 
be recorded and investigated effectively. This also applies to other situations such as bomb threats, 
fire, flooding or other similar emergency situations that may or may not require staff being 
evacuated. In the absence of the Security Manager, the Designated Representative may be 
responsible for any or all of the following areas, depending on the nature of the circumstances: 

 Acting as liaison officer to the relevant Emergency Services attending. 

 Ensuring the Executive Team is briefed at all times. 



 Directing staff into or away from the premises as required. 

 Directing staff to assist in any cursory search of the premises. 

 In the event of burglary/theft/fire, ensuring an inventory check is conducted as soon as possible. 

 Assisting and/or supervising with the implementation of any contingency (e.g. Business Continuity) 
plans. 

 If necessary, liaising with contractors and ensuring any works (particularly those of a sensitive 
nature) are appropriately supervised. 

 Ensuring that any Key/Fob, Identification Pass (both Staff and Visitor), Intruder Alarm and 
Equipment Inventory registers are regularly checked for compliance and accuracy  

 
 
5.  Review Procedure 
Any suggested improvements or modifications to this procedure resulting from internal/external 
reviews, or recommendations from any other source, will be reviewed and approved by the University 
Executive Team. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

  



Appendix I: Security Safety Procedure 
The resolution of security related issues involves staff with security responsibilities in activities that 
carry with them substantial risk. The following areas of risk must be considered when undertaking 
security activity: 
 
Physical risk 

 The risk of injury or death to security staff, other employees, students, visitors and members of 
the public. 

 
Legal Risk 

 This risk that security related activity will precipitate litigation. 
 
Reputational Risk 

 The risk of damaging the reputation of the University is a key consideration. This is particularly 
relevant in relation to the maintenance of free speech and VIP visits. 

 
To minimise the above risks the Security Manager will use his/her judgement to undertake a risk 
assessment whenever appropriate prior to the execution of security related activities. In order to carry 
out a full and relevant risk assessment the Security Manager requires information that is as 
comprehensive as possible. All departments and teams within the University are responsible for the 
full disclosure of information as required by the Security Manager for the purposes of security risk 
assessments. 
 
In operational circumstances the Security Manager (or his/her designated representative) will be the 
sole arbiter of the relevance of information to security risk assessment. Where disclosure is contested 
it will be reviewed by the legal and compliance team after the fact, to evaluate the case involved and 
the handling of information to inform the risk assessment process. The legal and compliance team will 
carry out periodic audits of disclosure to the Security Manager to ensure compliance with legislation 
and guidance standards. 


