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1.0 Introduction: 
 
The University recognises the benefits achieved by allowing staff to use their own electronic 
devices (laptops, smart phones and tablets) whilst working on campus or remotely. This 
practice is commonly known as ‘bring your own device’ or BYOD. We are committed to 
supporting staff and ensure that as few technical restrictions as reasonably possible are 
imposed on accessing services provided available on BYOD. 
 
The use of personal devices to process University information introduces new risks protecting 
the integrity, confidentiality and availability of University information that need to be 
addressed. The University does not have any control on the security mechanisms 
implemented on non-University owned or issued devices. Therefore if the device was 
compromised, lost or stolen there would be a risk that any University information stored on 
it could be accessed and exploited by unauthorised individuals. 
 
The University must try to ensure that it remains in control of the data for which it is 
responsible, regardless of the ownership of the device used to carry out the 
processing. It must also protect its intellectual property as well as empowering staff 
to ensure that they protect their own personal information. 
 
If you use your own device for University work, it is important to ensure that it and the 
information it contains is appropriately protected. 

1.1 Policy Scope:  
 
This policy applies to all University staff and third parties working for the University, who use 
a non-University managed device or their own personal device to process University data. 
This is commonly known as “Bring Your Own Device” or BYOD. For the purposes of this 
guidance non-University managed or personal devices include but are not limited to, laptops, 
smart phones, tablets and audio recording equipment. 
 
The ICT Team are not under any obligation to modify our systems or assist in connecting BYOD 
devices to University systems that may not have the capability to connect (e.g. due to age or 
configuration.) The University reserves the right to refuse access to particular personally 
owned devices or software where it considers that there is a security risk to its systems and 
infrastructure. 
 
 

1.2 Responsibilities of Staff Members: 
 
Individuals who make use of BYOD must take responsibility for their own device and 
how they use it.  
 
It is recommended that they: 
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• Familiarise themselves with their device and its security features so that they can 
ensure the safety of University information (as well as their own information). 

• Configure the relevant security features. 

• Maintain their device regularly patched and upgraded. 

• Ensure that the device is not used for any purpose that would conflict with other ICT 
policies. 

 

1.3 Staff using BYOD must take all reasonable steps to: 
 

• Prevent theft and loss of data.  

• Keep information confidential where appropriate. 

• Maintain the integrity of data and information, including that on campus. 

• Take responsibility for any software they download onto their device. 
 

1.4 Staff using BYOD must:   
 

• Set up passwords, passcodes, passkeys or biometric equivalents. These must be of 
sufficient length and complexity for the particular type of device. Do not share with 
anyone. 

• Use anti-virus software and keep it up to date. 

• Set up remote wipe facilities if available and implement a remote wipe if they lose 
the device. 

• Encrypt documents or devices as necessary.  

• Not hold any information that is sensitive, personal, and confidential or of 
commercial value on personally owned devices.  

• Where it is essential that information belonging to the University is held on a 
personal device it should be deleted as soon as possible once it is no longer required, 
including information contained within emails. 

• Ensure that relevant information is copied back onto University systems and manage 
any potential data integrity issues with existing information. 

• Report the loss of any device containing University data (including email) to the IT 
Helpdesk (ithelpdesk@unigib.edu.gi) +350 20071000 (ext. 810), report any security 
breach immediately to IT Helpdesk. 

• Be aware of any Data Protection issues and ensure personal data is handled 
appropriately. 

Ensure that no University information is left on any personal device 
indefinitely.1.5 Using Public wireless networks: 
 

• Control your device’s connections by disabling automatic connection to open, 
unsecured WiFi networks and make risk-conscious decisions before connecting.  

• Disable services such as Bluetooth and wireless if you are not using them. 

mailto:ithelpdesk@unigib.edu.gi
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• The creation, display, production, downloading, uploading and circulation of 
offensive material in any form or on any medium is forbidden.  

1.6 Monitoring and Access: 
 
The University will not routinely monitor personal devices. However it does reserve the right 
to: 

• Prevent access to a particular device from either the wired or wireless networks. 

• Prevent access to a particular system. 

• Take all necessary and appropriate steps to retrieve information owned by the 
University. 

1.7 Consequences of non-compliance: 
 
The loss, theft or misuse of a personal device is normally distressing. If you use sensitive data, 
it can also have serious consequences for others, for example staff and students about whom 
information is held. In addition there may be significant legal, financial and reputational 
consequences for the University, including fines. You may also carry personal responsibility 
which, in serious cases could result in disciplinary action. 
 

1.8 Further Help and Advice: 
 
On campus BYOD will normally be limited to the WiFi Network using eduroam. 
 
For more information see Unigib’s ICT - Policies & Procedures - University of Gibraltar 
(unigib.edu.gi) 
 
Further help open a ticket with the IT Helpdesk by emailing us on ithelpdesk@unigib.edu.gi 
or calling us on +350 20071000 (ext. 810). 
 
 
 

 
 

https://www.unigib.edu.gi/ict/ictservices/services/networking/eduroam/
https://www.unigib.edu.gi/ict/policies-and-procedures/
https://www.unigib.edu.gi/ict/policies-and-procedures/
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