UNIVERSITY OF
GIBRALTAR

Information Technology Services
for Students
Policy and Procedure

Date approved by ICT Team 15t July 2024

Date approved by Executive Team 15" July 2024

Date of (next) review 15" July 2026




Contents

INTRODUGCTION ...ttt ettt e et e e e e e e e e e nnn s e e e e e e enennnnn s
SCOPE of ITS for REGISTERED STUDENTS ...
ACCESS to ITS for REGISTERED STUDENTS ...ttt
TERMINATION of ITS for REGISTERED STUDENTS .....ccovviiiiiiiiiiiiiiieeeeeeee
MONITORING and REVIEW .........ouiiiiiiiiiiiiiii et

o~ wDdh e



11

1.2

2.1

2.2

2.3

2.4

2.5

INTRODUCTION

The University of Gibraltar (the University) makes a range of Information Technology
Services (ITS) available to its registered students.

Visiting students (i.e., students not registered with the University) may use the
Uni_Guest Wi-Fi, which is enabled by single sign-in identification (SSID); visiting
students are not normally eligible to avail of other University ITS.

SCOPE of ITS for REGISTERED STUDENTS

The full range of ITS made available to a registered student will normally include but
will not necessarily be limited to:

email;

electronic library material;

Tribal ebs

Office 365

Canvas VLE (virtual learning environment);

student and personal file space (onedrive, S: and H: drives the latter being
decommissioned);

eduroam.

The IT Department will determine which services are made available and will withdraw
services that it determines will no longer be supported.

A student should use ITS solely in relation to studies at the University, e.g., to access
educational and/or research materials, to submit work for discussion and/or
assessment, and for other University-related communication.

A student may additionally use the email service for non University-related personal
and social communications.

A student must not use ITS for business, entertainment, immoral, or illegal purposes; or
otherwise abuse, as determined by the IT Department, access to ITS. Failure to comply
with these conditions may lead to warnings (verbal and/or written), and/ or loss of ITS
access, and/or disciplinary measures, dependent on the severity of the infraction(s).
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ACCESS to ITS for REGISTERED STUDENTS

A student will be notified of access to ITS as soon as practical following registration at
the University (normally within a few days and/or during induction).

A student will be provided with a SSID for all services.

Access will continue throughout the period of registration, i.e., uninterrupted by
intervals between semesters or absences for whatever reason.

TERMINATION of ITS for REGISTERED STUDENTS

Access to ITS will terminate upon:

withdrawal of a registered student from the programme or course of study;
termination of student registration by the University for whatever reason;

completion of studies (normally the final event of the programme or course of study,
e.g., final attendance, graduation, award of a diploma or certificate);

Access to ITS will terminate 15 working days? after whichever of the above applies;
access will be terminated by disabling the student’s SSID.

The files and data of the student will be destroyed one year? after whichever of the
above applies.

A student may transfer files and data to alternative non-University storage/access prior
to termination of ITS; the student must ensure that no confidential data and no data
breaching the Gibraltar General Data Protection Regulation and Data Protection Act
2004 are transferred.

MONITORING and REVIEW

This policy and procedure is approved by the University Executive, may be adjusted in
the light of experience, and will be reviewed by the University Executive at intervals of
two years.

1 This policy document has been benchmarked against sustainable ICT practices
at several UK universities.



