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1.0 Overview:

Passwords are an important aspect of computer security. They are the front line of protection
for user accounts. A poorly chosen password may result in the compromise of the entire
corporate network. As such, all University employees (including contractors and vendors with
access to university systems) and students are responsible for taking the appropriate steps, as
outlined below, to select and secure their passwords.

2.0 Purpose:

The purpose of this policy is to establish a standard for creation of strong passwords, the
protection of those passwords, and the frequency of change.

3.0 Scope:

The scope of this policy includes all personnel who have or are responsible for an account (or
any form of access that supports or requires a password) on any system that resides at any
University facility, has access to the University network, or stores any non-public University
information.

4.0 General:

« All system-level passwords (e.g., root, enable, admin, administrator, application
administration accounts, user accounts etc.) are forced via GPO to be changed on a
yearly basis.

« User accounts that have system-level privileges granted through group memberships
must have a unique password from all other accounts held by that user.

« Passwords must never be inserted into email messages or other forms of electronic
communication.

« All user-level and system-level passwords must conform to the guidelines described
below.

4.1 Password Requirement Guidelines:

*  Must be a minimum of 14 characters
* Must not be the same as one of the last 24 previously used passwords
* Must not contain your account name
* Must not contain part of your full name
* Must contain characters from three of the following four categories:
o English uppercase characters (A through Z)



o English lowercase characters (a through z)
o Base 10 digits (0 through 9)
o Non-alphabetic characters (for example, !, S, #, %)

* Password expires after 6 months for Student accounts and 3 months for Staff
accounts.

4.2 Password Protection Standards:

Do not use the same password for University accounts as for other non-University access (e.g.,
personal ISP account, bank accounts, benefits, etc.). Where possible, don't use the same
password for various University access needs.

Do not share University passwords with anyone, including administrative assistants or
secretaries. All passwords are to be treated as sensitive, confidential information.

Never reveal a password over the phone, email, WhatsApp or any other form of
communication with anyone including your line manager, any team member or even family
members.

Do not discuss passwords in front of others or offer any hints regarding the format of a
password (e.g., "my family name").

Don't reveal a password on questionnaires or security forms.

If someone demands a password, refer them to this document or have them call the IT Help
Desk.

Avoid using the "Remember Password" feature of applications (e.g., Edge, Google, Firefox,
etc).

Do not write passwords down and store them anywhere in your office. Do not store passwords
in a file on any computer system without encryption.

If an account or password is suspected to have been compromised, report the incident to IT
Help Desk and change all passwords.

Password cracking or guessing may be performed on a periodic basis by IT Team. If a password
is guessed or cracked during one of these scans, the user will be required to change it.

Cloud Services - Access to all University cloud services to be controlled by MFA.

Remote Access - Access to the University Networks via vpn to be controlled by MFA.



5.0 Enforcement:

Any employee/student found to have violated this policy may be subject to disciplinary action
provided by the University.

6.0 Further Help Information:

On campus BYOD will normally be limited to the WiFi Network using eduroam.
For more information see the University’s ICT - Policies & Procedures - University of Gibraltar

(unigib.edu.gi)

Further help open a ticket with the IT Helpdesk by emailing us on ithelpdesk@unigib.edu.gi or
calling us on +350 20071000 (ext. 810).
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