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SECTION A: RISK MANAGEMENT POLICY

1.0 Purpose

1.1 The Risk Management Policy forms part of the University’s internal control and corporate
governance arrangements.

1.2 The Policy explains our underlying approach to risk management. It documents the roles
and responsibilities of the Board of Governors, the Vice Chancellor and University Executive
Team and other key parties. It also outlines key aspects of the risk management process,
and identifies the main reporting procedures.

1.3 In addition, it describes the process the Board of Governors will use to evaluate the
effectiveness of the University’s internal control procedures.

2.0 Principles of approach to risk management

2.1 The following key principles outline our approach to risk management and internal control:

e The University engages in risk management because it is good business practice and
brings benefits in being able to plan more effectively, be better placed to take up
new opportunities and promote continual improvement;

e The University aims to create a culture in which risks are identified, acknowledged,
understood and managed by staff at all levels;

e The Board of Governors has responsibility for overseeing risk management across
the institution as a whole;

e An open and receptive approach to solving problems is adopted by the Board of
Governors;

e The Vice Chancellor and the University Executive Team supports, advises and
implements policies approved by the Board of Governors;

e Risk management must be embedded within the University’s planning process and
the Vice Chancellor, Deans and Directors, and other Executive Team members are
responsible for ensuring good risk management practice within their portfolios of
responsibility;

e Key risk indicators are identified and closely monitored on a regular basis;

e The University recognises and makes prudent disclosure of the financial and non-
financial implications of risks.

3.0 Role of the Board of Governors

3.1 The Board of Governors has primary responsibility for a number of statutory and regulatory
duties as the governing body of the institution. It must ensure that the Board is fulfilling its
responsibility for adequate and effective risk management, control and governance, and
for the economy, efficiency and effectiveness (value for money) of the institution’s
activities. In relation to risk management this translates into a role which is to:

a) Set the tone and influence the culture of risk management within the institution. This
includes:
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e Determining the appropriate risk appetite or level of exposure for the institution as

a whole or on any relevant individual issue;
e Determining what types of risk are acceptable and which are not;
e Setting the standards and expectations of staff with respect to conduct and probity.

b) Approve major decisions affecting the University’s risk profile or exposure.

¢) Monitor the management of significant risks to reduce the likelihood of unwelcome
surprises.

d) Satisfy itself that the less significant risks are being actively managed, with the
appropriate controls in place and working effectively.

e) Review the University’s strategic risks on at least an annual basis and approve changes
or improvements to key elements of its risk management framework and policy on the
advice of the Audit Committee.

4.0 Role of the Audit Committee

4.1 The Board of Governors has established an Audit Committee and set its Terms of Reference.
The Audit Committee play a key role in providing expert advice to the governing body on the
fulfilment of the governing body's responsibility for sound internal control of which risk
management is a contributing factor.

4.2 The Audit Committee has delegated authority from the Board to oversee and advise it on
the institution’s policy framework for risk management. This includes a requirement for the
Committee to produce an annual report on the Committee’s business, which must be
considered by the Board in the approval of the financial statements, which must include the
Committee’s opinion on the adequacy and effectiveness of the institution’s arrangements
for:

e risk management, control and governance (the risk management element includes the
accuracy of the statement of internal control included with the annual statement of
accounts).

A more detailed description of the Audit Committee’s role in reviewing the effectiveness of risk
management is outlined at section 7 below.

5.0 Role of the Vice Chancellor

5.1 The Vice Chancellor is the Chief Executive Officer of the University who shall set the strategic
direction of the University and provide it with academic leadership, as set out in the
University of Gibraltar Act 2015 (‘the Act’) and related Regulations. In relation to risk
management a key role of the Vice Chancellor is to:

a) Identify and evaluate the significant risks faced by the institution for consideration by
the Board of Governors.

b) Advise the Board of Governors, either directly or via the Audit Committee, on the
development of strategy and policy relating to risk management.

c) Implement policies and procedure for risk management and internal control across the
institution.

d) Provide adequate information in a timely manner to the Board of Governors and its
committees on the status of risks and controls at a corporate level.
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5.2 In undertaking these responsibilities the Vice Chancellor is supported by the Chief Financial
Officer, Registrar, and other members of the Executive Team who have operational
responsibility for the development and implementation of the risk management policy and

ensuring that consultation and participation in risk management processes are appropriately
co-ordinated and consistent across each faculty, department and service area and that staff
are appropriately inducted and trained.

6.0 Risk management as part of the system of internal control

6.1 The system of internal control incorporates risk management. This system encompasses a
number of elements that together facilitate an effective and efficient operation, enabling the
University to respond to a variety of operational, financial, and commercial risks. These
elements include:

a) Regulation, policies and procedures

A regulatory and policy framework across key areas of the University’s work underpins the
internal control process (for example, financial regulations, academic regulations, health and
safety policy). The policies are set by either the Board of Governors or Academic Board in
accordance with the requirements of the Act and related Regulations and are implemented
and communicated through the University Executive Team to staff. Written procedures
support the policies where appropriate.

b) Regular reporting

Comprehensive and regular reporting, supported by management information, is designed
to monitor key risks and their controls at senior management level. Decisions to rectify
problems are implemented through the line management structure. Areportis made by the
Vice Chancellor to meetings of the Board of Governors on a regular basis covering key areas
of strategic activity, progress and development in addition to regular items of business on
student recruitment and financial performance. Performance against all key performance
indicators (KPIs) including issues relating to the student experience, research and enterprise
and institutional sustainability are considered by the Board regularly and performance is
formally reported on all strategic KPls annually.

¢) Annual planning and budgeting

The University’s annual planning and budgeting processes are used to set objectives, agree
action plans, and allocate resources and the identification and management of risk is a key
part of this process and discussed at least annually by the University Executive Team.
Progress towards meeting annual plan objectives which support the achievement of the
Strategic Plan is monitored regularly and reported to the Board of Governors.

d) Corporate risk management framework

Corporate risk management issues are considered regularly by the University Executive
Team and formal discussion and review of the corporate risk and assurance register at
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regular intervals across the academic year facilitates the identification, assessment and

ongoing monitoring of risks that are significant to the institution and its performance.

e) Faculty, department and service area risk management frameworks

Managers, Heads of School and the Executive team use the corporate risk management
framework and apply it and interpret or tailor it as required to their own faculty, department
or service area context. They are responsible, in consultation with their teams, for
identifying, managing, monitoring and reporting risks and controls through the agreed
University processes and ensuring the appropriate linkages are made between operational
and corporate level risks.

f)  Audit Committee

The Audit Committee is required to report to the Board of Governors on matters of internal
control and alert governors to any emerging issues. In addition, the Committee oversees
internal audit, external audit and management as required in its review of internal controls.
The Committee is therefore well-placed to provide advice to the Board on the effectiveness
of the internal control system, including the University’s system for the management of risk.

g) Internal audit programme

Internal audit is an important element of the internal control process. Apart from its normal
programme of work, internal audit is responsible for aspects of the annual review of the
effectiveness of the internal control system within the institution and adopts an appropriate
risk based approach.

h) External audit

External audit provides feedback to the Audit Committee on the operation of the internal
financial controls reviewed as part of the annual audit.

i) Third party reports

From time to time, the use of external consultants may be necessary or beneficial to the
institution. The use of specialist third parties for consulting and reporting can increase the
reliability of the internal control system.

7.0 Annual review of effectiveness

7.1 The Board of Governors is responsible for reviewing the effectiveness of the University’s
internal controls, based on information provided by the Audit Committee. Its approach is
outlined below.

7.2 For the corporate risks identified, the Audit Committee will:
e Review the previous year and examine the University’s track record on risk management
and internal control;
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e Consider the internal and external risk profile of the coming year and consider if current
internal control arrangements are likely to be effective;
e Ensure that the internal audit programme for the coming year addresses the key risks.

7.3 In assessing the effectiveness of internal controls, the Audit Committee will consider and
advise the Board on the following aspects:
a) Control environment:
e The University’s objectives and its financial and non-financial targets;
e Institutional culture, approach, and resources with respect to the management of
risk;
e Appropriate delegation of authority.
b) On-going identification and evaluation of significant risks:
e Timely identification and assessment of significant risks;
e Prioritisation of risks and the allocation of resources to address areas of high
exposure.
c) Information and communication:
e Quality and timeliness of information on significant risks;
e Time it takes for control breakdowns to be recognised or new risks to be identified.
d) Monitoring and corrective action:
e Ability of the institution to learn from its experience and any past mistakes;
e Commitment and speed with which corrective actions are implemented.

7.4 The University’s internal auditors prepare a report of its review of the effectiveness of the
internal control system annually for consideration by the Board of Governors via the Audit
Committee.

SECTION B: RISK MANAGEMENT: PROCEDURES AND GUIDANCE
FOR FACULTIES, DEPARTMENTS AND SERVICE AREAS

1.0 Introduction

1.1 Risk may be defined as ‘the threat or possibility that an action or event will adversely or
beneficially affect an organisation’s ability to achieve its objectives’. In other words, risk
management can be characterised as a process which can provide assurance that damaging
things will not happen or are less likely to happen; that beneficial things will be or are more
likely to be achieved; and that as a consequence, an institution’s objectives are more likely
to be realised. Effective risk management is synonymous with good management and good
governance; and at the University it is one of the key institutional tools employed as we
seek to meet our aims as set out in the Strategic Plan 2023:2026.

1.2 In addition to this, the University Board has adopted the following statement of risk
appetite —i.e. the total amount of risk that the University is willing to tolerate in pursuit of
its strategic objectives — to provide a helpful point of reference for the executive and the
Board of Governors when considering strategic decisions:

The creation, dissemination and application of knowledge are at the heart of all that
we do at the University. We are committed to providing a wide range of
opportunities for our students and staff; ensuring excellence in every aspect of
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student education, research and innovation; and promoting enterprise and
creativity. We recognise that in pursuance of ground-breaking research and
innovative teaching, we will need to take risks; and subject to their robust
assessment, we will not shy away from doing so.

Similarly, the University will undertake the risks involved in encouraging critical
enquiry, free debate and freedom of expression, provided these activities remain
within the law and do not significantly impact University reputation.

In striving to achieve a balanced academic portfolio of development in a more
uncertain environment, the University remains mindful of its responsibilities as a
charity, and a body in receipt of public funds. In particular, the University’s approach
to risk will be informed by the need to demonstrate responsible stewardship in all
aspects of its business, especially in respect of institutional sustainability,
governance, financial control, legal compliance, environmental sustainability and
health and safety. Similarly, the University will also ensure that, in all matters it
undertakes, the preservation of its reputation as a body committed to academic
excellence, the fulfilment of its other values and the delivery of the best student
experience possible under prevailing circumstances will all be paramount
considerations.

1.3 This document aims to provide practical guidance to Managers, Heads of School and the
Executive team on the implementation of effective risk management practice and on the
embedding of the process within all University activities.

2.0 Summary of risk management arrangements

2.1 The University seeks to operate a systematic process of risk management which is both
bottom up and top down, integrated into existing structures and aligned to its strategic
aims. The approach is deliberately multi-faceted, to maximise the chances of successfully
identifying risks and to ensure so far as possible that risks feature at the front of
management thinking at all levels within the institution.

2.2 The Board is ultimately responsible for risk management arrangements, but the Audit
Committee acts on behalf of the Board in overseeing those arrangements. At the executive
level, risk management arrangements are the responsibility of the Chief Financial Officer,
whose Team maintains an institutional risk register.

2.3 The register categorises institutional risks as follows:

e Risks to the main strands of the University’s Strategic Plan relating to:
o Curriculum portfolio

Research and research education

Learning and teaching

Facilities and resources

Student and staff experience
o Corporate governance

e Overarching financial risks

e Reputational risks

e Hazard risks

O O O O
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e Other operational risks, including human resources risks.

2.4 For each risk, the register identifies its category, and its sub-risks or likely causes; it
indicates both the impact and the likelihood (each on a four-point scale producing an
overall inherent score, where no mitigating action has been taken to control or reduce the
risk); it identifies the risk ‘owner’ - the executive responsible for managing the risk - and
the controls already in place to mitigate the risk (producing an overall net score); and,
finally, it records what other mitigating steps might be required to manage the risk further.
Where a risk reoccurs from one year to the next, any changes in the direction of travel of
its inherent and net scores are also noted (Increase/ Decrease/ No change).

2.5 The University Executive Team (Exec.Team) reviews risks at least once a year. This includes
the Exec.Team reviewing the risk register; they are expected to identify any new risks,
reassess existing risks where relevant, and monitor progress on managing existing risks.
Exec.Team should also consider from first principles whether any other key institutional
risks are not adequately reflected.

2.6 The risk register is also reviewed once a year by the Audit Committee, this exercise
providing the opportunity for a more general review of risk management arrangements,
and risk management is included in the internal audit programme. This may include the
Audit Committee scrutinising a number of specific strands of the register in more detail, as
part of a rolling programme of drilling down into the detail of some of the principal risks.

2.7 At local level, Exec.Team members are responsible for ensuring that risk management is
embedded in existing management processes within the faculties, departments and service
areas respectively. Heads will have equivalent responsibilities within their own
departments and service areas. On an annual basis, Managers, Heads of School and the
Executive team will prepare a schedule of key risks, for review by Exec.Team, who should
identify and flag on an exception basis, high impact, high likelihood risks, significant risks
that are beyond their capacity to handle and risks that are likely to have a wider
institutional impact.

3.0 Responsibilities of managers, heads of school and Executive team

3.1 It is the responsibility of Managers, Heads of School and the Executive team to ensure
that risk management is embedded in existing management processes within their
respective faculties, departments and service areas; specifically, they are responsible for
seeing that the faculty, department or service area:

e identifies, assesses and responds to key risks;
e establishes and maintains a risk register;
e and for ensuring;

o that key risks are reported at management team meetings and that emerging
risks are discussed and recorded;

o that responsibility for each specific risk is allocated to an individual;

o that actions are identified and implemented;

o that an individual is appointed to manage the risk management process within
the faculty, department or service area;

o that an annual review of risk is undertaken;
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o thatrisk is assessed as part of every new project appraisal.

3.2 Members of the Exec.Team have similar responsibilities in respect of their respective
departments or areas of responsibility.

3.3 Heads of service areas must report promptly to their Exec.Team lead any of the
following when they are identified:

e high impact, high likelihood risks;

e significant risks that are beyond the capacity of the service area to reduce or
eliminate and/or that require transfer to another responsible section;

e risks where the service area requires assistance with reduction or elimination;

e risks that are likely to have a wider institutional impact.

3.4 Exec.Team leads are in turn required to notify the Chief Financial Officer of any risks

which fall into one of the categories in 3.3 above when judged from the perspective of
the department or service area.

4.0 Specific Guidance to Faculties, Departments and Service Areas

4.1 Identifying Risk

4.1.1 As indicated above, it is the ultimate responsibility of Exec.Team leads to ensure that
risk management is sufficiently embedded at their respective levels. They are free to
choose whichever methodology they prefer for identifying, evaluating and controlling
risk — given the time and resources available to them — but must use the template
provided by the Finance Team when making an annual risk return.

4.2 Categorising Risk

4.2.1 Risks should be categorised along the lines described in paragraph 3 above. This helps
to ensure that key risks are not overlooked, assists in documenting the process and
prevents the final risk register becoming unnecessarily lengthy. Inevitably some risks
may be placed in more than one category; faculties, departments and service areas
should select whichever category they believe to be the most appropriate.

4.3 Risk Assessment

4.3.1 There are two main parameters for assessing risk:

e Likelihood — how likely is it to happen?
e Impact — how significant might the consequences be?

4.3.2 Annex 1 illustrates typical steps in the risk assessment process, and Annex 2 shows an
illustration of how a faculty, department or service area might organise its identified
risks, according to impact and likelihood, in preparing its risk register. Annex 2 also
provides explanations regarding the risk assessment scale, the inherent and net risk
scores and the mitigating actions that should be recorded.
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4.3.3  Faculties, departments and service areas should tailor the financial column so that the
figures used are appropriate to their size and turnover. When informing the Chief
Financial Officer of any high impact/high likelihood risks, they should explain the criteria
used.

4.3.4 It is recommended that faculties, departments and service areas use a defined time
period over which to assess likelihood. Generally, this will be the University planning
horizon (five years) though it is helpful also to identify once a year what are the key risks
facing the unit concerned over the following 12-18 months. Any year-on-year changes
to the risk scores should also be noted, and a brief summary of any risks that have been
deleted, including the rationale for doing so, should be included at the end of the risk
register.

5.0 Health and safety risks and hazards

5.1 The identification, assessment and management of health and safety risks and hazards will
usually require specialist input from appropriate specialists and it may be appropriate to
maintain a separate risk register for health and safety, overseen by the Senior Campus
Manager and Chief Financial and Operations Officer.

5.2 Further reference should be made to the University’s Health and Safety Policy.

6.0 Managing risks: actions and ownership

6.1 After assessing risks, it is important that the necessary action is identified (as outlined in
Annex 1). Such action can be summarised as a decision to do one of the following:

e Terminate the risk (by withdrawing from an activity, for example)

e Transfer the risk (such as by purchasing insurance, where applicable)
e Tolerate the risk (in the case of unavoidable risks)

e Treat the risk (by preparing a contingency plan)

6.2 Wherever possible a risk ‘owner’ should be identified — someone who is responsible for

managing a particular risk. This should normally be a specific role-holder rather than a
committee.

7.0 Documentation, Reporting and Review

7.1 Atemplate that may be used for risk registers will be made available by the Finance Team.
The required form is useful for recording actions used to mitigate or eliminate the risk, the
person responsible for the actions and the dates by which actions are taken or should be
taken. It also serves as a useful audit trail for those risks where the risk score has changed
or has been eliminated completely.

8.0 Further guidance

8.1 Please contact the Finance Team if you require further guidance on risk management.
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)

A guide to the risk assessment process

1. Identify significant risks: strategic, operational or hazards.

2. ldentify the impact and likelihood of the risk; and on who/what it may impact (e.g. staff,
students, stakeholders, the University’s reputation).

3. Identify existing control measures for each risk.

4. Estimate the level of risk once immediate mitigation has been considered (e.g. minor,
moderate, major or critical).

5. Determine the tolerability of the risks.
6. Prepare action plan/improve existing risk controls/mitigation as necessary.
7. Review adequacy of action plan — confirm whether risks are tolerable.

8. Ensure that risk assessments and controls are effective and kept up-to-date.

University of Gibraltar
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Criteria for evaluating likelihood and impact of risk

Annex 2

Both the likelihood and the impact of any particular risk are to be scored in a four-point scale (point
4 —the most severe —may be further subdivided on the risk register into 4A and 4B) as shown below.
(‘Impact’ should be given the score of the highest example in any of the four columns. For example,
a risk will be ‘major’ (3) if it would lead to a loss of 2-5% of turnover, even if its score in other columns
would be 1.) Risk score is the multiple of likelihood and impact.

Likelihood
Scale Narrative Example
4 A risk that is almost certain to arise (> 90% Changes post Brexit, e.g.
likelihood) possible impact on visa
regulations leading to increased
challenges on international
recruitment
3 A risk that is likely to arise (50-90%) Material reduction in governing
body funding
2 A possible risk that could happen (10-50%) Major power cut affecting
Europa Point area
1 A risk that is unlikely to occur (<10%) Terrorist attack on University
Impact
Compliance with
S Operat.-'ons._ Fi B_usmess University policies Reputation Financial loss or
continuity and/or refevant laws cost*
& regulations
4 Severe impact on all [Critical breach Long term negative | =5 % of turmover
Critical services university-wide | leading to closure of | publicity in national
{or on the University (or and international
faculty/senvice) Faculty/Service) media
3 Severe impact on some | Major breach leading | Long term negative | 2-5 % of tumover
Major (but not all) services o suspension or publicity in national
delivered by University | partial closure of media or short-term
{or by the business negative publicity in
faculty/senvice) naticnal and
international media
2 Significant impact on Significant breach Short term negative | 1-2 % of tumover
Moderate | services leading fo reprimand | publicity in regional
or sanctions media
1 Minor impact on Minor only, no No bad press <1 % of tumover
Minor services — affecting reprimand or
local services only sanction (save
improvement notice)

* Faculties, departments and service areas should tailor the financial loss or cost column to their
size and turnover.
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Assessment scale

The University uses a traffic light system to illustrate the assessment of risk, as follows:
Likelihood
2 4

Impact

o L B =

‘Low’ - This risk can be tolerated (it represents no immediate threat or impact), as the
necessary mitigating action is already taken on a routine basis, through established local
processes. The risk can still be tolerated if some additional some additional mitigating action
is implemented, beyond that already taken on a routine basis, and monitored by local
managers.

‘Medium’ - This risk can only be tolerated, if significantly increased and/or additional
mitigating action is implemented and closely monitored by senior management in the
faculty/school/service.

‘High’ - This risk cannot be tolerated (as it poses an immediate threat and its impact would
be significant). A detailed and comprehensive action plan will need to be implemented as a
matter of urgency, and closely monitored by senior management in the faculty/ department/
service areas, with the aim of reducing this risk to a lower level.

Inherent and net risk scores

The Inherent Risk score is an assessment of the likelihood of a particular risk occurring, and the
impact it would have, if no mitigating action was taken to control it. This will be an approximate
assessment, given that in most cases mitigating actions will already be in place. Its purpose is to
provide a benchmark against which the effectiveness of the mitigating actions — is the risk improving
or getting worse? - can be judged. It is sensible to re-run the inherent risk assessment periodically,
otherwise the benchmark it provides will be become increasingly dated.

The Net Risk score is the outcome of a second likelihood and impact assessment which is carried out
after the mitigating actions are recorded to determine the risk that still remains (the residual risk).

Mitigating actions

The mitigating actions are the key to risk management. They should focus on the risk as a whole and
should be actions which make it less likely that a risk will occur, or which reduce its impact,
probability or both.

Faculties/ departments/ service areas should record the existing processes/controls and monitoring
actions (sources of assurance) that are being taken to mitigate the risk. It isimportant that faculties/
departments/ service areas record and distinguish between their ‘routine’ risk management actions,
i.e. those that are implemented on virtually a permanent basis, and any time-limited actions that are
also currently in place. It is likely that the information provided will vary and develop over time, as
the faculties/ departments/ service areas respond to fluctuations in their assessment of the
underlying level of risk. Mitigating actions which stay the same over a long period should be
reviewed as they may not be effective, although they might still be necessary.
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